PekomeHpauuun no 6930I18CHOMV ncnosib30BaHUIO KapT

MoarotosBneHo baHkom Poccum
MamaTka «O mepax 6e30nacHOro Ncnoab3oBaHMA 6AaHKOBCKUX KapT»

CobnioaeHune pekomeHaaunii, cogepKawmxca 8 NamaTtke, No3BoONT 06ecneynTb MakCUMasibHY COXPaHHOCTb
6aHKOBCKOM KapTbl, ee peksmsntos, NMNUH n gpyrnx AaHHbIX, @ TaKKe CHU3UT BO3MOXKHbIE PUCKM NpuU
COBepLUEHUN onepaumi ¢ UCnosibsoBaHMem 6aHKOBCKOM KapTbl B baHKomaTe, npun 6e3HannyHomn onnarte
TOBAPOB M YC/IYT, B TOM Yuc/ie Yepes ceTb MIHTepHeT.

O6uwme pekomeHgauumn

1. Hukorga He coobwaiTte MUH TpeTbnm AnLam, B TOM Yncae poaCTBEHHMKAM, 3HAKOMbIM, COTPYAHMKaM
KpeauTHOM opraHu3aLmm, Kaccupam 1 Anuam, Nomoratowmm Bam B Ucnonb3oBaHnmn 6aHKOBCKOM KapTbl.

2. TMWH HeobxoAMMO 3aNOMHUTb UK B C/TyYae, CAN 3TO ABAAETCA 3aTPYAHUTENbHbBIM, XPaHUTb €ro
OTAEeNbHO OT 6aHKOBCKOM KapTbl B HEABHOM BUAE U HEAOCTYMHOM A/1A TPETbUX UL, B TOM YMC/e
POACTBEHHMKOB, MeCTe.

3. HuKorga HM Npu Kakux ob6CcToATENBCTBAX He NepeaaBaliTe 6aHKOBCKYHO KapTy 414 MCMO/1b30BaHMA
TPETLMM SIMLLAM, B TOM YMCe POACTBEHHUKAM. Ecin Ha BaHKOBCKOM KapTe HaHeceHbl Gamuama 1 ums
$M3MYECKOro IMLLa, TO TONIbKO 3TO PU3NYECKOE INLLO MMEET NPaBO MCMO/b30BaTb HAHKOBCKYIO KapTy.

4. T[pun nony4yeHMn 6aHKOBCKOM KapTbl pacnumMTECh HAa ee 0OOPOTHOM CTOPOHE B MECTe,
npegHasHa4YyeHHOM A5 NOANUCU AeprKaTens 6aHKOBCKOWM KapTbl, €C/1M 3TO NPeAYyCMOTPEHO. ITO CHU3UT
PUCK NCnonb3oBaHMA HaHKOBCKOM KapTbl 6e3 Ballero coriiacua B ciy4ae ee yTpaTbl.

5. byabTe BHMMATENbHbI K YC/IOBUAM XPaHEHMA U UCMONb30BaHNA BaHKOBCKOW KapTbl. He noasepraiite
6aHKOBCKYIO KapTy MeXaHMYEeCKMM, TEMMNEPATYPHbIM U 31EKTPOMArHUTHbIM BO3AENCTBUAM, a TaKXKe
n3beralte nonagaHuns Ha Hee BAarM. bBaHKOBCKYO KapTy HeNb3A XPaHUTb PALOM C MOBUIbHBIM
TenedoHom, 6bITOBOIN N ODUCHOMN TEXHUKOMN.

6. TenedoH KpeaUTHON OPraHM3aAUNN - SMUTEHTA BAHKOBCKOM KapTbl (KPeaAUTHOM opraHnsaumu,
BblaBLLEN BAHKOBCKYHO KapTy) yKasaH Ha 060pOTHOM CTOpOoHe BAHKOBCKOM KapTbl. Takke Heobxoanmo
BCErga UMeTb Npu cebe KOHTaKTHble TenepOHbl KpeaUTHOM OpraHn3aLmm - SMUTEHTA HAHKOBCKOW KapTbl
N Homep BaHKOBCKOM KapTbl HA APYrMX HOCUTENAX MHOPMALMK: B 3aMMUCHOM KHUMKKE, MOBUIbHOM
TenedoHe U/Man Apyrmx HocuTenax MHGoOpPmMaLMm, HO He PAAOM C 3anucbto o MUH.

7. Cuenbio NpenoTBpalLeHNs HEMPABOMEPHbIX SEUCTBUI MO CHATUIO BCEN CYMMbI AEHEXHbIX CPeaCTB C
6aHKOBCKOro cyeTa LenecoobpasHo yCTaHOBUTb CYTOYHbIN IMMUT Ha CyMMY onepauunin no 6aHKOBCKOW
KapTe U 04HOBPEMEHHO NOAKNOYUTL 3/IEKTPOHHYIO YCYry ONOBELLEHWUS O NPOBEAEHHbIX ONepaLmax
(Hanpumep, onoseleHne nocpeacTBOM SMS-coobLeHUn AN MHBIM cocobom).

8. TMpu nonyyeHmm npocbObl, B TOM YMC/E CO CTOPOHbI COTPYAHMKA KpeaMTHON opraHmM3aumm, COobLWmTb
nepcoHasbHble AaHHble UK MHPOopMaLMio 0 BaHKOBCKOW KapTe (B Tom umcne MNMUH) He coobuwalite ux.
Mepe3BoHUTE B KPeAMTHYIO OPraHM3aumio - SMUTEHT BaHKOBCKOM KapTbl (KpeAUTHYHO OpraHu3aumio,
BblaBLUYIO HaHKOBCKYIO KapTy) U coobLwmnTe 0 AaHHOM daKTe.

9. He pekomeHayeTca oTBeYaTb Ha 3NEKTPOHHbIE MUCbMA, B KOTOPbIX OT MMEHW KPeAUTHOM OpraHu3aumm
(B TOM UMCNe KpegUTHOM OpPraHU3aLMY - IMUTEHTA BAaHKOBCKOW KapTbl (KPeaUTHOM opraHn3aumm,
BblAaBLUen HaHKOBCKYIO KapTy) npea/siaraeTcs NpeaocTaBuTb NepcoHabHble AaHHble. He cneayliTe no
"ccblIkaM", YKa3aHHbIM B MUCbMaXx (BKKOYAA CCbIIKM Ha CalT KPeAUTHOM opraHusaumm), T.K. OHU MOTyT
BECTW Ha CalTbl-4BONHUKM.

10. B uensax MHGOPMaLMOHHOTO B3aUMOLENCTBMSA C KpeaMTHOM opraHmMsaumen - SMMTeHTOM B6aHKOBCKOM
KapTbl (KpeauTHOW opraHM3aLmm, BblgasLlen 6aHKOBCKYHO KapTy) peKOMeHAYeTCA UCMO/1b30BaTb TO/IbKO
PEKBU3UTbI CPEACTB CBA3N (MOBUIBbHBIX U CTALLMOHAPHBIX TeNlepoHOB, GAKCOB, MHTEPAKTMBHbIX Web-
cainToB/nopTanos, 06bIYHOM 1 3NEKTPOHHOW NOYTLI U NP.), KOTOPbIE YKa3aHbl B AOKYMEHTaX,
NoslyYeHHbIX HENOCPEeACTBEHHO B KPEAUTHOMN OPraHM3aumnm - IMMTEHTEe 6AaHKOBCKOM KapTbl.

11. MomHuTe, YTO B C/lydae packpbiTns MUH, nepcoHanbHbIX AaHHbIX, yTpaTbl 6aHKOBCKOW KapThbl
CYLLLECTBYET PUCK COBEPLLEHWNA HENPABOMEPHbIX AEWCTBUI C AEHEXKHbIMM CPeaCcTBaMM Ha Bawem



H6aHKOBCKOM CYeTe CO CTOPOHbI TPETbUX UL,

B cnyyae ecnm umerotca npeanonoXeHuns o packpbitum MNH, nepcoHanbHbIX AaHHbIX, MO3BOAAOLWMX
COBEpLINTb HEMPaBOMEpPHbIe AeCTBMA C Baimm BAaHKOBCKMM CYETOM, a TaK»Ke ec/iM BaHKOBCKasA KapTa
6blna yTpayeHa, HeoH6X0AUMO Hemea/leHHO 06PaTUTLCA B KPEAUTHYO OpraHU3aLUIo - SMUTEHT
6aHKOBCKOW KapTbl (KpeAWUTHYIO OpraHmn3aumio, BblAaBLuyo 6AHKOBCKYIO KapTy) U C/1e40BaTb YKa3aHMAM
COTPYAHMKA AaHHOM KpeaUTHOM opraHmnsaumnun. o momeHTa obpalleHma B KpeANTHYO OpraHn3aumto -
3MUTEHT 6aHKOBCKOM KapTbl Bbl HeceTe pUCK, CBA3aHHbIN C HECAHKLMOHUPOBAHHbIM CMCaHMEM
OEeHeXHbIX cpeacTs ¢ Bawero 6aHKOBCKOro cyeta. Kak npaBuao, COrnacHo yCaoBUAM A0roBopa C
KpeauTHOM opraHmnsaumnen - smMTeHToM BaHKOBCKOM KapTbl AEHEXHble CPeACTBa, CNMcaHHble ¢ Bawero
0aHKOBCKOro cyeTa B pe3ynbTaTe HeCaHKLMOHMPOBAHHOTO UCMOb30BaHMA Ballei 6aHKOBCKOM KapThbl
00 MOMEHTa yBe4OMNEHUs1 06 3TOM KpeaUTHON OpraHM3aumnm - sSMUTeHTa 6aHKOBCKOM KapTbl, He
BO3MeLLLatoTCA.

PekomeHgaumMm npu cosepLieHnn onepauuii c 6aHKoBCKo KapToi B 6aHKOMaTe

10.

11.

12.

OcyuiecTBnsiitTe onepaummn ¢ UCNonb3oBaHMEM BaHKOMATOB, YCTaHOB/IEHHbIX B 6@30MacHbIX MecTax
(Hanpumep, B rocy4apCTBEHHbIX YYpEXKAEHUAX, Nogpa3aeneHnax 6aHKOB, KPYMHbIX TOProBbIxX
KOMMJIeKCax, FOCTMHMLLAX, a3ponopTax 1 T.n.).

He ncnonb3yiTe ycTpoiictea, KoTopble TpebytoT BBoga NMNH ana goctyna B nomeuieHue, rae
pacnonoxeH baHKomar.

B cnyyae ecnv no6amn3ocTn ot baHKoMaTa HaxoAaTca NOCTOPOHHME /iMua, chedyeT Bblbpatbh 6onee
noaxoasliee Bpems s MCNonb3oBaHMA BaHKOMaTa UM BOCMNO/Ib30BATLCA APYrMM BaHKOMaTOM.
Mepen ncnonb3oBaHnem HaHKOMaTa OCMOTPUTE Er0 HA HaZIMYME [ONONHUTENbHbIX YCTPOMUCTB, He
COOTBETCTBYIOLLMX €0 KOHCTPYKLIMKN U PacrnofIoXKeHHbIX B mecTe Habopa MNH 1 B mecTte (npopessb),
npeAHa3sHayeHHOM ANs Npuema KapT (Hanpumep, Ha/iMune HePOBHO YCTAHOB/IEHHOM KNaBMaTypbl
Habopa MUH). B ykazaHHOM Cnly4yae BO3AEeP*KUTECh OT UCMO/b30BaHUA Takoro baHkomarTa.

B cnyyae ecnum KnaBuatypa UanM MecTo s npuema KapT 6aHKomaTta 06opyA0BaHbl AONOJAHUTENbHbIMU
YCTPOICTBAMM, HE COOTBETCTBYHOLLMMM €r0 KOHCTPYKLUKN, BO3AEPHKUTECH OT UCNO/Ib30BaHMUA
6aHKOBCKOW KapTbl B laHHOM HaHKOMaTe 1 coobLuTe 0 CBOUX NOA03PEHUAX COTPYAHMKAM KPeaAUTHOM
opraHusauun no TenedoHy, ykasaHHOMY Ha baHKomarTe.

He npumeHsiiTe dunsnyeckyto cuny, Ytobbl BCTaBUTb BAHKOBCKYIO KapTy B 6aHKomMaT. Ecivn 6aHKoBCKas
KapTa He BCTaB/AETCA, BO34EPHKUTECh OT MCNONb30BaHMA Takoro 6aHKomara.

Habupaiite MNH Taknm obpasom, 4Tobbl N0AN, HAXoAAWMECS B HENOCPEACTBEHHOM 61M30CTH, He
cmornu ero yeuaeTb. NMpu Habope MUH npuKpbiBaliTe KNaBnaTypy PyKoMN.

B cnyyae ecnm 6aHkomaTt paboTaeT HEKOPPEKTHO (Hanpumep, 40/1roe Bpema HaxoAUTCs B Penme
0XUAaHuA, CaMOoMNpPOU3BOJIbHO NepesarpyyKaeTcs), ciegyerT 0TKas3aTbCA OT UCMOIb30BAHUA TaKOro
H6aHKOMaTa, OTMEHUTb TEKYLLYIO ONEepPaLMIO, HaXKaB Ha KNaBuaType KHomnKy "OTmeHa", 1 foXKAaTbCs
BO3BpaTa HaHKOBCKOWM KapTbl.

Mocne nonyvyeHMA HaMYHbIX AEHEXKHbIX CPeacTB B baHKOMAaTe cneayeT nepecymtatb 6aHKHOTHI
NoANCTHO, y6eamTbcsa B TOM, 4To BaHKOBCKan KapTa bbl/ia Bo3BpalLeHa 6aHKOMATOM, 40K AaTbCA
Bbl4A4YN KBUTAHLMK MPU ee 3anpoce, 3aTeM MOJIOKUTb UX B CYMKY (KOLLEIEK, KapMaH) U TONIbKO noc/e
3TOro OTX04MTb OT BaHKOMaTa.

CnepgyeT coxpaHATb pacneyaTaHHble 6aHKOMATOM KBUTAHUMM AN NOCNeAyoWen CBEPKN YKa3aHHbIX B
HMX CYMM C BbINMUCKOM No BaHKOBCKOMY CYeTY.

He npucaywmBanTech K coBeTaM TPETbUX /UL, a TaKXKe He NPUHMMANTE X NOMOLLb MPU NPOBEAEHUN
onepaunit c baHKOBCKOM KapTol B baHKoMaTax.

Ecnav npu npoBeaeHum onepaumini c 6aHKOBCKOWM KapToi B baHKomMaTe 6aHKOMaT He Bo3BpallaeT
6aHKOBCKYIO KapTy, c/ielyeT NO3BOHUTb B KPEAUTHYIO OpraHm3aLmio no tenedoHy, ykasaHHOMY Ha
H6aHKoMmaTe, U 06bACHUTL 06CTOATENILCTBA NPOU3OLLELLIErO, a TaKKe cneayeT 06paTUTbCA B KPeAUTHYIO
OpPraHU3aLmio - SMUTEHT BAHKOBCKOM KapTbl (KpeaUTHYI0 opraHM3aLmio, BbiAaBLlyo HaHKOBCKYIO KapTy),
KOTopasn He 6bl/1a BO3BpalleHa baHKOMaTOM, M Aanee cneoBaTb MHCTPYKLUMAM COTPYAHMKA KpeaUTHOM
opraHusauuu.

PekomeHaauuMu Npu UCNOSIb30BaHUMN 6aHKOBCKOM KapTbl AnAa 6e3HanMyHOM onnaTbl TOBApOB U ycnyr



1. He ucnonbayiite 6aHKOBCKME KapTbl B OPraHmn3aLmaX TOProBau U YCAyr, HE Bbi3blBalOLWMX AOBEPUA.

2. TpebyiTe npoBeAeHMA onepaunii c 6aHKOBCKOM KapToM TONbKO B Balem npucyTcTemn. 310
HEObX0AMMO B LLENIAX CHUXKEHUA PUCKA HEMPABOMEPHOTO NOJIyYeHUs Bawmx nepcoHanbHbIX AaHHbIX,
yKa3aHHbIX Ha 6aHKOBCKOW KapTe.

3. TMpu nucnonb3oBaHMM HAHKOBCKOM KapTbl A4 ONIaTbl TOBAPOB M YCAYT KacCMp MOXKeT noTpeboBatb oT
B/flafenibla 6aHKOBCKOM KapTbl NpeaoCcTaBUTb NAacnopT, noanucatb Yek unm seectu MUH. Mepep,
Habopom MNH cnepyeT ybeamTbca B TOM, YTO 104U, HAXOAALLMECH B HEMOCPEACTBEHHON 61M30CTH, He
CMOTyT ero yBuaeTb. MNepes Tem Kak noanucaTb Yek, B 064a3aTelbHOM NOPALKE NPOBEPLTE CYMMY,
YKa3aHHY0 Ha YeKe.

4. B cny4vae ecam npu NonbiTKe oniaTbl 6GaHKOBCKOW KapTon nmena MecTo "HeycnelwHaa" onepaums,
cnefyeT COXPaHUTb OAMH 3K3EMNAAP BblAAaHHOIO TEPMUHAZIOM YEKA A1A NOCAeAyoLWen NPOBEPKM Ha
OTCYTCTBME YKa3aHHOM onepaLmm B BbINUCKE N0 HAHKOBCKOMY CYeTy.

PekomeHpgaumm npu coBepLueHUn onepaumii c 6aHKOBCKOM KapToi yepes ceTb UHTepHeT

1. He ncnonb3yitte NMUH npu 3aKase TOBapOB M yCAYr Yepes ceTb MHTEPHET, a TakKe no TenedoHy/pakKcy.
2. He coobuialite nepcoHasbHble AaHHble AN MHPOoPMaLMIO 0 BaHKOBCKOM(oM) KapTe (cueTe) Yepes ceTb
NHTepHeT, Hanpumep MNH, napoan goctyna K pecypcam 6aHKa, CpoK AeicTBUA BaHKOBCKOM KapTbl,

KpeauTHble IMMUTbI, UICTOPUIO ONepaunii, NepcoHasbHble AaHHbIe.

3. Cuenbio NpeaoTBpaLLeHNA HEMNPABOMEPHbIX AEUCTBUIA MO CHATUIO BCEM CYMMbl AEHEKHbIX CPeACTB C
6aHKOBCKOro CYeTa PEKOMEHAYETCA A8 ONAaTbl MOKYMOK B CeTU MHTEPHET UCM0b30BaTb OTAE/bHYIO
6aHKOBCKYIO KapTy (TaK Ha3biBaeMyIo BUPTYaIbHYIO KapTy) C NpeaenbHbIM TMMUTOM, NpeaHa3HaYeHHYIo
TO/IbKO A1 YKa3aHHOM Le/iv U He MO3BO/IAOLLYI0 MPOBOAUTb C €€ UCMOJIb30BaHWeM onepaumn B
OpraHM3aumax TOProBaAn U yCayr.

4. CnepyeT Nonb30BaTbCA MHTEPHET-CANTaMM TO/IbKO U3BECTHbIX M NMPOBEPEHHbIX OPraHM3aLMii TOProBau u
ycnayr.

5. 06a3zatenbHo ybeanuTechb B NPaBUIbHOCTU aAPECOB MHTEPHET-CATOB, K KOTOPbIM NOAKNOYAeTECh U HA
KOTOPbIX COBMpaeTeCh COBEPLLMTL NMOKYMKM, T.K. NMOXOXKME agpeca MoryT UCNOb30BaTbCA ANA
OCYLLECTBNEHUA HEMPABOMEPHbIX AENCTBUNA.

6. PekomeHAayeTcA coBepLiaTh NOKYMNKM TONbKO CO CBOErO KOMMNbIOTEPA B LENsAX COXPaHEHUA
KOHPUAEHLMANbHOCTU NEPCOHAbHbIX AaHHbIX U (Mnn) Hdopmauum o 6aHKoBcKol(om) KapTe (cueTe).
B cnyyae ecnv NOKynKa COBEPLLAETCA C UCNOJb30BaHMEM Yy}KOro KOMMNbIOTEPA, HE PEKOMEHAYeTCA
COXPaHATb Ha HEM NepPCOoHasbHble AaHHbIe U ApYryio MHGOPMaLMIO, @ NOC/e 3aBepLIEHUA BCEX
onepaumit Hy»KHO ybeanTbCA, YTO NePCoHaNbHble AaHHble U Apyras MHPopMaLmMa He COXPaHUANUCH
(sHOBb 3arpysus B 6paysepe web-cTpaHULy NpoAaBLa, Ha KOTOPOK COBEPLLANNCE NOKYMNKM).

7. YcTaHOBMWTE Ha CBOW KOMNbIOTEP aHTUBUPYCHOE NporpammHoe obecrneyeHme 1 peryaspHo npomsBoanTe
ero obHoBeHWe 1 06HOBIEHUE APYTMX UCMONb3yeMbIX Bamy NporpamMmHbIX NPOAYKTOB
(onepauMoHHOM cMcTeMbI M MPUKNAAHbBIX MPOrpamm), 3TO MOKET 3aLMTUTL Bac OT NPOHUKHOBEHMSA
BPEA0HOCHOro NPorpamMmHoro obecneyeHums.



